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RIS RETAIL

MATURITY LADDER

Maturity Ladder:
EMV Mandate Preparedness
The RIS News Retail IQ Report Maturity Ladder is
a diagnostic measurement tool for a retailer’s state
of technology advancement in a specific category.
There are four key phases: 1. Basic – minimal
capabilities, 2. Intermediate – mostly basic with
some advanced capabilities, 3. Advanced – mostly
advanced capabilities with some limitations, and
4. State-of-the-Art – comprehensive capabilities
are fully integrated and up to date. Note that it is
possible to be on more than one step of the ladder
simultaneously as specific technology components
and processes are upgraded in phases.

4. STATE-OF-THE-ART
·	Retailer releases store branded EMV credit cards.
·	End-to-end encryption is employed to protect shopper data.
·	Tokenization ensures no sensitive shopper data is transmitted
between retailer and credit card issuer.
· Online verification tools are used to add additional level of
security to card-not-present purchases.

3. ADVANCED
·	Retailer accepts EMV smart cards across the chain.
· Front-line employees are charged with educating customers on the process and
benefits of EMV adoption.
·	POS terminals are reset every 24 hours to remove malware.

2. INTERMEDIATE
·	EMV terminals begin to be introduced in select locations.
·	Educational materials produced to inform associates and customers of EMV benefits.
· In-store associates are trained on the advantages of EMV compliance.

1. BASIC
· Potential chargeback exposure is calculated and decision to implement EMV is made.
· Retailer reviews vendor’s EMV compliance offerings.
· EVM compliance scheduled to be completed by October 1, 2015 deadline.
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In response to the rising levels of credit card fraud throughout the United
States, Europay, Mastercard and Visa (EMV) have developed a group of standards designed to put an end to in-store fraud. The so-called “EMV Mandate” calls for the implementation of chip-embedded credit card acceptance
across various industries, including retail. The standards are a roadmap with
various milestones over a five-year period, with the most significant just over
a year away.
October 1, 2015 is a watershed date in the evolution of credit card security. On that day retailers that are not compliant with the EMV guidelines
could find themselves financially responsible for credit card fraud com-

Just

mitted in their stores. With an estimated $7.1 billion in credit card fraud

15.4

%

of retailers
have already
begun deploying
EMV compliant
POS units.
Source: RIS News, “Your Last
Traditional POS”

conducted in the U.S. alone last year, according to Business Insider, the
economic impact of the liability shift has many retailers scurrying to update systems in order to be compliant with the deadline.

What do Retailers Need to do to be EMV Compliant?
The EMV mandate can be summed up in two words: smart cards. The
credit card companies are in the process of deploying their next-gen card
offerings and are placing pressure on retailers to accept them. The cards
are embedded with microchips that authenticate the card as genuine. The
complexity of the chip technology makes cloning these cards nearly impossible, compared to the relatively easy-to-replicate mag stripe cards currently in use in the U.S.
Chip-embedded credit cards are not a new technology — in fact they
have been in use around the world for decades. There are more than
2.37 billion chip-embedded credit cards in use worldwide, but at the
start of 2014 less than 20 million had been issued in the U.S. — a
number set to rise to over 100 million by the end of 2014, according to
EMV Connection.
Despite being in use around the world for years, smart-card technology
was never implemented in the U.S. because of the associated costs and
the country’s solid information infrastructure. A unique aspect of chipembedded credit cards is that charges can be approved both online and
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offline, greatly increasing usability in environments with frequent communication interruptions. In offline mode the smart card communicates with
the POS unit and the shopper’s unique risk profile allows for the purchase to be approved or declined. The technology was not needed in the
U.S. since credit card authorization has been conducted online for years.
After years of holding out, EMV technology is coming to the U.S., and
following the October 1, 2015 deadline whichever organization possesses
the lower level of security — retailer or credit card issuer — will be on the
hook for the fraudulent charges. For example, if a fraudulent transaction
occurred at a retailer that does not accept chip-embedded cards and the
card in question had a smart chip, the retailer would be responsible for the
fraudulent activity. Conversely, if the retailer possessed smart card POS
readers and the fraudulent activity occurred with a mag stripe card the

%
35
of retailers named
PCI compliance as
a top store systems
priority for 2014.
Source: RIS News, “11th Annual Store
Systems Study 2014: Stores Reinvented”

credit card issuer would be liable for the charges.
Retailers wishing to avoid costly chargeback fees for fraud committed
in their stores must upgrade card readers to accept the EMV payment.
It is not mandatory for retailers to implement EMV technology, but the
economic ramifications of the liability shift will likely force many retailers’
hands. Each retailer must consider the chargeback losses they could likely
incur from not being EMV compliant and weigh them against the cost of
upgrading current POS systems. Despite the looming deadline many retailers are taking a wait-and-see approach to EMV adoption — just 15.4%
have begun deploying EMV compliant POS units, according to RIS News’
“Your Last Traditional POS” report.
“Retailers’ biggest fear is they replace all of these terminals and then
another standard comes out that requires them to go replace them again,”
Tom Litchford, VP of retail technology at the National Retail Federation
says. Delaying deployment of EMV compliant card readers may make sense
in the short-term, but as more retailers become EMV compliant fraudsters
will seek out those retailers that have yet to upgrade — raising the retailer’s
chargeback exposure and likely forcing them to comply with the mandate.
The decision to move forward with EMV is an economic one. Unlike
other upgrades to a retailer’s tech stack, EMV acceptance can be implemented fairly quickly — as long as the retailer is willing to finance the
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President, Level 10

End-to-end
encryption
and associated
tokenization,
in my opinion,
is a no-brainer
and should be
considered in
parallel with
this upgrade.
To not do this
now is missing
a huge opportunity.

Level 10 is one company, everything IT. With increasing
IT challenges, we recognize
retailers need less partners to
do more. By strategically bundling our services-hardware
procurement, key injection,
software development, asset
management, maintenance,
in-field technician support
and service desk — we act
as an extension of retailers’
IT teams throughout their
technology and mobile deployments, store openings/
closing/remodels, and in-store
support work.

Insights

EMV is Just Part of
a Wider Security Plan
Q: Are retailers lagging behind in their EMV compliance plans?
John Pruban: I would estimate over 50% of the devices installed in Tier 1 stores are already
EMV-ready and most of these retailers are either prepared or on a strong path to be compliant
by the October 2015 deadline. Because of their size/market share, they will not want to risk the
bad PR associated with not being ready. When you combine the exposure of the recent breaches
to the deadline itself, these retailers will take little or no chances of negative PR or risk when it
comes to EMV. All developed countries that have gone through the EMV migration have seen
early adopters and laggards. However, I believe many Tier 1 retailers will be ready by October
2015 with any remaining within 12 months after.
Retailers below the Tier 1 mark are lagging, because not nearly as many of their devices are
EMV-ready. This may be due to limited budgets, staffing, and the perception that the October
2015 date will be extended.
I believe retailers that are lagging are increasing their risk. The sheer number of required
certifications coupled with internal project delays are going to make it very difficult to be
compliant by the deadline.
Q: Do you have any advice for retailers just starting out on the EMV acceptance journey?
Pruban: Now is the time to take a step back and internally review the entire payment
ecosystem. I wouldn’t just rely on the current processor or ISV; there are decent solution
differences out there. Personally, I would highly recommend to any retailer to consider moving to
a semi-integrated architecture to simplify what is a complex EMV certification process.
Also, those retailers rolling out new EMV-enabled technology, whether on target with or behind
the October 2015 deadline, need to be sure to they are partnered with a service provider that
can implement a timely and secure deployment. In any technology deployment there are a lot
of moving pieces to manage, but in a company-wide one, such as EMV, there is high visibility
with everyone from executive leadership to operations (and most importantly the customer)
strongly invested in its success. IT leaders have the opportunity to look like heroes here, rather
than have fingers pointed at them, but cannot minimize the need for partners that are dedicated
to a consistent, quality-oriented performance as much as they are. Ones that will perform at the
highest level here will be able to consolidate procurement, key injection, logistics, field services
and verified destruction of old units.
Q: How can retailers provide check-out anywhere via mobile associate while still
staying EMV compliant?
Pruban: Manufacturers have been supplying and suggesting fully EMV-capable mobile
solutions for some time now. Retailers appear to be listening as well by viewing their rollouts.
Nike, Apple retail stores and JCP are proof of this. Most retailers that are considering mobile
have been forward thinking about their mobile investment in this area and I believe, in general,
will be ready.
Q: Beyond EMV compliance, how can retailers best protect valuable payment data?
Pruban: EMV helps card fraud, but does not encrypt card data. This is a large misconception
in the industry. As an example, it’s possible that the Target and other breaches may have still
occurred even if EMV was being accepted in every lane. End-to-end encryption and associated
tokenization, in my opinion, is a no-brainer and should be considered in parallel with this
upgrade. To not do this now is missing a huge opportunity.
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initiative. There will be back-office procedures that need to be addressed,
but the biggest effect on the enterprise — beyond the financial considerations — will occur with the front-line staff.
Educating and informing customers of the change in checkout procures — entering the credit card into a slot on the terminal versus swiping
it — will fall to the front-line associates. These individuals will be charged
with not only walking customers through the new process, but informing
them about the increased benefits the new readers provide. In order to
successfully inform shoppers of the benefits of smart cards and readers,
associates themselves will need to be trained. Retailers should produce
educational documents and store managers should hold informational sessions to ensure that associates are all up-to-date on the procedures and

2.37 100

benefits of EMV acceptance.

First-Mover Advantage

BILLION

MILLION

Although less than 20% of retailers are currently EMV compliant those

Chip embedded
smart cards in
use worldwide.

EMV compliant
smart cards
expected to be
issued in the
U.S by the end
of 2014.

that have made the switch to the more secure payment method are po-

Source: EMV Connection, “EMV FAQ”

sitioning themselves as data security leaders. By being among the first
retailers to the EMV party Sam’s Club/Walmart and Target are displaying a level of commitment to customer data security that can be felt
throughout retail.
With the release of its co-branded MasterCard on June 23 Sam’s
Club became the first major U.S. retailer to offer smart chip technology in its branded credit cards. The card, issued by GE Capital Retail
Bank sports both mag stripe and chip technology, allowing card holders to use the card wherever they chose to shop. Sam’s Club accepts
chip-enabled cards across the chain and its parent company Walmart
accepts them at most locations.
“This move by Sam’s Club makes them a trailblazer in getting chip cards
in the hands of businesses and consumers, and leading the push toward
a safer and more secure customer experience.” Chris McWilton, president
North America, MasterCard says. “This will no doubt help drive chip-enabled technology forward here in the U.S. as it gains more traction.”

6

RIS_RTLIQ_0814.indd 6

9/2/14 4:30 PM

RETAIL
AUG 2014

Preparing for the Fast-Approaching EMV Mandate
McWilton’s sentiments seem to be on point — 65% of retailers said
that the issuance of Sam’s Club and Walmart branded chip cards will spur
EMV acceptance at other retailers, according to Digital Transactions News’
“EMV Acceptance Likely to Get a Boost When Walmart Chip Cards Begin
Showing Up.”
Joining Sam’s Club/Walmart as early adopters of EMV technology is
Target. It is no secret that the retailer could use a boost when it comes to
data security following last year’s highly-publicized data breach that saw
over 70 million shopper credit cards compromised.
The retailer is in the midst of a massive EMV payment terminal rollout,
which will be completed at all 1,797 U.S. locations by September 2014.
In conjunction with the new payment terminals, Target is in the process
of upgrading its REDcard credit cards to chip-and-pin enabled cards. The
entire fleet of Target branded MasterCards will be chip-enabled by early
2015 — and will require pin input, not just a customer signature to verify
shopper identity.

“In Europe, while
store fraud dropped,
online fraud
increased over

60%
where EMV was
mandated.”

Greg Buzek
president, IHL Group

“Target has long been an advocate for the widespread adoption of chipand-pin card technology,” said John Mulligan, executive vice president,
chief financial officer for Target. “As we aggressively move forward to bring
enhanced technology to Target, we believe it is critical that we provide our
REDcard guests with the most secure payment product available.”

To Sign or Not to Sign: That is the Question
The EMV mandate is commonly referred to as chip-and-pin, and the
two terms are used interchangeable throughout the industry — which is
a bit misleading. In Europe, EMV authentication is a two-part process,
the smart chip authenticates the card as legitimate and the customerinputted pin validates the shopper as the owner of the card. Despite the
obvious benefits of pin authentication, the EMV mandate in the U.S.
does not require it.
The mandate in the U.S. only calls for chip and signature meaning that
a stolen EMV chip-embedded card could still be illegally used by a thief.
There was some question among the credit card companies as to which
level of authentication — chip-and-pin or chip-and-signature — would ul-
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The potential
return in the
reduction of fraud
could eventually
overturn the initial
costs in the EMV
environment.

Through its broad range of integrated technology solutions,
Panasonic empowers professionals to do their best work. Customers in government, healthcare,
production, education and a wide
variety of commercial enterprises
depend on integrated solutions
from Panasonic to reach their full
potential, achieve competitive advantage and improve outcomes.
Panasonic solutions address unified communications, mobile
computing, security systems,
retail information systems, office
productivity solutions, high definition visual conferencing, projectors, professional displays and
HD and 3D video production.
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Insights

Benefits Far
Outweigh the Costs
Q: What best practices and pitfalls can U.S. retailers learn from their European
counterparts on the deployment of chip-and-pin technology?
Mario Carrillo: Looking at what our European counterparts have done in their transfer
from magnetic stripe reader (MSR) technology to chip-and-pin technology has shown how
beneficial the switch has been from a fraud reduction standpoint with a couple caveats. Once
implemented, Europay, MasterCard and Visa (EMV) should contribute to a reduction in fraud
and ultimately cost savings for consumers and financial institutions. The pitfall of the switch
from MSR to chip-and-pin technology, however, will be seen in the significant cost for card
issuers and retailers to upgrade, refresh and implement EMV hardware/software in today’s
market. The potential long-term benefits could prove to be monumental at both the consumer and business level. U.S. consumers adopting the switch will be a big key for changing
the U.S. payment landscape.
Q: Which enterprise processes and will be most affected by the EMV mandate?
Carrillo: There are many parts and players that impact the EMV ecosystem. One of the
most affected processes will be the implementation of EMV hardware and software products into the current retail store payments. Managing new technologies and ensuring they
are EMV capable will be a difficult implementation with the dependence the U.S. currently
has on MSR technology. Some merchants and financial institutions have already begun the
process of meeting PCI compliance standards, by upgrading their systems or modifying their
products to adapt to EMV hardware/software. Additional process changes to consider are
regular PCI compliance certification and training employees as well as customers on new
EMV technology. The potential return in the reduction of fraud could eventually overturn the
initial costs in the EMV environment.
Q: What does EMV migration mean for card-not-present merchants?
Carrillo: Since there is no physical interaction happening in CNP process, fraud attempts
will likely shift to this area. CNP fraud has always been an issue regardless of MSR or EMV
technology and with EMV, CNP merchants will have to be even more thorough to help mitigate the exposure. Standard card legitimacy checks will become more important and increased IT and/or using third party fraud solutions will be a must. Until non-encrypted transmissions are reduced in the transaction process, CNP fraud will continue to be a problem,
but the cost-benefit in other areas of fraud reduction outweighs the risk in moving to EMV
chip-and-pin technology. In-person fraud will practically disappear, which means CNP fraud
will be the most common means for theft.
Q: What role does EMV-compliant payment hardware play in this rollout and are
device manufacturers already offering options?
Carrillo: EMV-compliant payment devices are very important for the adoption of EMV in
the U.S. because you may see a more accelerated switch from consumers, issuers and retailers to EMV technology if it becomes the common standard for payments in the U.S. With a
greater reduction in fraud and increased interoperability for authenticating transactions being the goal anything that moves the U.S. from MSR to EMV will be huge. With manufacturers already offering EMV-compliant devices we see that trend happening sooner rather than
later. The market is shifting toward more EMV technology and its benefits are already being
seen by financial institutions so retailers will need to upgrade to EMV-compliant hardware to
avoid potential liability falling on them.
8
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timately be required which contributed to retailers’ delay in upgrading
their systems.
“Visa and Mastercard are looking at this from a revenue perspective, not
a security perspective,” Litchford says. “The whole reason that they want
chip and signature is because that transaction will ride over their rail for
authorization which they make a whole lot more money than if it goes over

65%

the debit rail. There is a lot more competition in the debit space and the
value of those transaction fees is much less.”

No Silver Bullet
EMV works well to help battle fraud in-store but does little to combat

of retailers said

card-not-present transactions. In fact, the implementation of EMV com-

that the issuance

pliant POS units will likely increase the amount of fraud in card-not-

of Sam’s Club and

present purchases. “By itself EMV provides no protection at all for online

Walmart branded
chip cards will spur
EMV acceptance at
other retailers.
Source: Digital Transactions News, “EMV Acceptance Likely To Get A Boost When Walmart Chip
Cards Begin Showing Up”

or mobile transactions,” Greg Buzek, president, IHL Group says. “In Europe, while store fraud dropped, online fraud increased over 60% where
EMV was mandated.”
There are ways to increase online transactional security including individual EMV-compliant card readers in the hands of customers, and Visa’s
“Verified by Visa and MasterCard’s “Secure Code” online verification tools
— but their use has yet to become widespread.
EMV is a step forward in the protection of customer data but it is just
one step. In conjunction with EMV acceptance, PCI Security Standard
Council endorses a multi-layered approach to data security to greater protect against the dreaded data breach. The council is focused on securing
customer data not just at the time of sale but throughout the transaction
process and recommends devices that will “self-destruct” if opened or
tampered with; electronic signatures that prevent applications that are not
whitelisted from being installed on the device; a default reset every 24
hours to remove malware from memory; and tokenization and encryption.
PCI compliance was named by 35% of retailers as a top store systems priority for 2014, according to RIS News’ “11th Annual Store Systems Study
2014: Stores Reinvented” report.
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It’s important to
understand that there
is no “mandate”
requiring a retailer
to move to EMV
and hence, as such,
each retailer can
and should measure
the counterfeit risk
prevention EMV offers against other
business or security
initiatives that
may be equally as
important.

Vantiv, a leading provider of payment processing services and
related technology solutions, is
a partner to the nation’s leading
retailers. We know firsthand that
your business requires agility, insights, and solutions. Technology
that meets today’s needs while
quickly leading you through a
rapidly-changing
marketplace.
Teams that help you uncover opportunities to see your business
differently. Processing solutions
that help you identify revenuegenerating opportunities, reduce
operating costs and relate to your
consumers more meaningfully
and securely. We’re Vantiv. Expect
More. Learn more at info.vantiv.
com/emv.

Insights

Retailers Need to Understand
Their Counterfeit Risk
Q: With the October 2015 deadline fast approaching, why are many retailers delaying
the implementation of chip and pin technolog?
Patty Walters: It’s important to understand that there is no “mandate” requiring a retailer to
move to EMV and hence, as such, each retailer can and should measure the counterfeit risk prevention EMV offers against other business or security initiatives that may be equally as important. Often
a retailer is little aware as to the amount of counterfeit volume transacted at their stores and therefore may erringly believe themselves unaffected by the pending liability shift. Before making any
decisions on EMV, retailers should work with their acquirer to understand the current counterfeit
volume occurring at their stores. Becoming armed with actual data will assist each organization in
their individual decisions regarding the move to an EMV enabled payment infrastructure.
Q: How does the EMV mandate fit into a holistic payment security plan?
Walters: After a series of data breaches last year, most retailers would readily agree that there
isn’t enough time in the day to vet all of the new security options suddenly available to us. While
there isn’t a security framework that could be considered a panacea, there are three steps that a
retailer can take to significantly reduce their risk.
• Utilize point to point encryption. Protecting PAN data is critical whether you are in an EMV
enabled environment or not.
• Replace PANs wherever they are stored with a token.  Tokenizing PAN data removes these
systems from PCI scope and risk.
• Add EMV. EMV essentially prevents a counterfeit card from being utilized to make purchases
in your store, ultimately resulting in a liability shift chargeback after October, 2015.
Q: What retail technologies, processes and functions will be most affected by the EMV
mandate?
Walters: EMV touches nearly every aspect of a retailer’s payment operating model. From a technology perspective, EMV adds a set of cryptographic and data elements that are communicated with
each transaction; supporting EMV typically requires updates to a retailer’s payment devices, POS
systems and routing systems. The check-out will require a wholesale transformation — EMV cards
are inserted (not swiped) and remain within the payment device during the length of the transaction. Retailers should expect to be the ground zero for successful cardholder acceptance of EMV.
Doing so can be made easier by having clear instructions on the payment device that assists their
cardholder customer in making their first EMV transaction a positive experience.
Q: What should retailers be doing now to prepare for the EMV mandate?
Walters: We recommend taking the first step by asking your acquirer the following questions:
• What is my counterfeit risk?  Chances are if you are a traditional or boutique retailer, supermarket or drug store, your existing counterfeit volume is substantial but because there has
never been reporting available to the retailer, it’s not been top of mind.
• What are my EMV readiness options?  Typically acquirers offer EMV 101 forums, tutorials and
quick certification tools that assist merchants in understanding anything from how EMV alters
a traditional payment infrastructure to the steps needed for EMV certification.
• When will you and my ISV be ready to certify me for both credit and debit? It’s important that
a retailer’s ISV and acquirer understand the nuances and have implemented a debit routing
framework that supports merchant least cost routing choices.
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EMV is Just Part of a Holistic Security Plan
The rash of retailer data breaches has brought the issue of customer data
security to the forefront, but in many cases the public is being misled
about the increase in security the move to chip embedded credit cards
provides. “Consumers remain vulnerable to the loss of personal information while banks and retailers make the slow and costly swap of millions
of computer terminals,” the Wall Street Journal reported in, “Data Breach
Puts Focus on Beefed-Up Card Security.”

7.1

$

BILLION

EMV alone cannot prevent the large-scale data breach witnessed at
Target, Neiman Marcus and most recently Supervalu. In those breaches
malware was installed inside the POS devices, where the customer names
and account information were temporarily store unencrypted. Regardless
of the card used by the shopper — smart chip or traditional mag strip — if
the data is unencrypted on the device it is vulnerable to theft. “When you
look at all the breaches in retail specific to payment cards, specifically this
year and last year, had any of those retailers had EMV they would have still

Amount of
U.S. payment
card fraud
in 2013, up

29

%

from 2012.
Source: Business Insider, “The US Sees
More Money Lost To Credit Card Fraud
Than The Rest Of The World Combined”

lost all of the card numbers,” Litchford says.
While they upgrade their systems to comply with the October 2015
deadline savvy retailers are looking for increased security beyond the parameters of the EMV mandate. Retailers are exploring point-to-point encryption, sometimes called end-to-end encryption, to help secure shopper
data and battle the increasingly common data breach.
With a point-to-point system when a card is used at the payment terminal it is immediately encrypted in hardware inside that payment terminal — no unencrypted data resides in the POS system. The data sent to
the card issuer for authorization is encrypted, placing the burden of data
protection on the issuer not the retailer. “Point-to-point encryption would
have stopped the malware that is out there doing POS memory scraps,” Litchford says. “Those breaches that you are seeing today would have never
happened. We are starting to see retailers move in that direction pretty
rapidly, because they know EMV is not the panacea.”
In addition to the security initiatives currently underway across the
industry, new customer validation programs are being piloted to help
battle the growing fraud concern and add another level of protection for
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shoppers. AT&T for example will begin testing a service over the next few
months that will tie credit card validation to the location of a customer’s
cell phone. Since most shoppers with a smartphone never leave home
without it the pilot program will require a customer’s cell phone be present when a credit card purchase is conducted. The pilot could eliminate
the ability for a stolen or cloned card to be used, potentially even in a
card-not-present environment.

“When you look at all the
breaches in retail specific
to payment cards, specifically
this year and last year, had any
of those retailers had EMV
they would have still lost all
of the card numbers.”

Conclusion
The October 2015 liability shift deadline gets closer by the
day and retailers are transitioning from a wait-and-see approach
to EMV adoption and are starting to take action. Forward thinking retailers are embracing the EMV mandate and positioning
themselves as customer data security leaders by being among the
first to implement the new technology.

The EMV mandate is not perfect — it will not eliminate data breaches
and eradicate fraud. But it is an important step toward securing shopper
Tom Litchford
VP of retail technology
National Retail Federation

data, and perfect of not, it is coming. If they haven’t already done so retailers need to examine their chargeback exposure and decide if they will
comply with the fast-approaching deadline. Those that chose to implement
EMV technology must quickly put a rollout strategy in place to ensure they
are prepared when the liability shift arrives.
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“When you look at all the
breaches in retail specific
to payment cards, specifically
this year and last year, had any
of those retailers had EMV
they would have still lost all
of the card numbers.”

Source: Business Insider, “The US Sees More Money Lost To Credit Card Fraud
Than The Rest Of The World Combined”
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