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SE CU R I T Y:

It Goes Beyond the Breach
Threats to the retail enterprise lurk around every corner and retailers must
be prepared to meet them head on
B Y T I M OT H Y D E N M A N A N D JA M I E G R I L L - G O O D M A N

Security issues range far and wide for retailers, requiring a breadth of knowledge on an ever-evolving topic. POS security remains a major concern for retailers and an area of continued investment. Starbucks’ Mobile Order & Pay
mobile application is just one example of the rising popularity of mobile wallets. New payment methods are on the horizon that retailers need to be ready
to contend with should they gain momentum.
Concurrently, WiFi security is one area of technology almost every brickand-mortar retailer should be concerned with. The benefits of offering WiFi to
customers and employees are numerous and will continue to grow as more and
more retailers begin to focus on personalization efforts and adding customer
service solutions. The blending of the digital with the physical store requires
WiFi and its likely to become a mainstream feature throughout retailing, yet the
security issues it creates can be complicated and various.
Meanwhile, the October 1, 2015 EMV liability shift deadline came and went
without the earth shattering disruption that many predicted it would produce.
However, the United States is still late to the EMV game; retailers in Europe,
Asia and Canada have been accepting the technology for years. And while the
theft and sale of debit and credit card numbers is still a profitable and widespread practice, sophisticated hackers are turning their attention to even bigger scores by taking control of the entire enterprise. Every point of access is
under attack and retailers need to secure them all or risk becoming an opportunistic hacker’s next target.
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For Security, Think End-to-End
AS RETAILERS COLLECT MORE DATA, THEY MUST PROTECT MORE DATA SETS

Michelle Tinsley
Director of Mobility and Secure
Payment Solutions, Intel Retail
Solutions Division

Intel provides technology solutions
that help retailers deliver
personalized shopping experiences
for their customers. With the right
technology, retailers can know their
customers better, create amazing
experiences, and protect them at
every step. To learn more about
retail solutions from Intel, visit us at
intel.com/retail.

10

J U LY 2 0 1 6 R I S N E W S . C O M

Q

If you had to pick one area to spotlight that would
help retailers secure their stores, what would it be?
It’s not about picking one focus area. It’s about
expanding your focus. Retailers need to think bigger in terms of protecting customer data. With EMV,
credit cards are fully protected. But that’s just one
facet. Retailers need to think beyond PCI security
standards and consider the entire customer journey.
For example, retailers tend to have very little
protection against identity theft. Everything today
is digital—credit card applications, driver license
scans, etc.—but we aren’t thinking about securing
those things. If your identity is stolen, it can take six
months and $4,000 out of your pocket to clear your
name. It’s a mess.
As retailers aim to make the customer journey
more seamless and personal, they’ll be collecting
more data. All of this new data collection needs
to come with security designed in, not at the
expense of it.

Q

What advice do you have for retailers who have either just installed EMV or are installing it now?
It’s great that retailers have installed EMV,
but they need to look at end-to-end protection. It’s
important to their brand. Intel® Data Protection
Technology for Transactions is truly going to revolutionize consumer data protection from point of sale
to data center. We’re encrypting data every step of
the way, from the moment data is captured through
point-of-sale peripherals through the POS and all the
way through the storage of the encrypted information on server networks.
Another way Intel enables end-to-end protection
is with data center technologies. Eighty percent of
data center communication is east-west between
servers in the same data center. Once you pass
through one firewall in the data center, you’re in and

can wreak havoc. Intel® Software Guard Extensions
(Intel® SGX) conducts random server- and rack-level
inspections that don’t slow down your network, but
provide “north-south” security that further protects
your data center.

Q

What are the top vulnerabilities of in-store Wi-Fi and
how can retailers close them off to hackers?
It’s important to realize that Wi-Fi can be an
access point into your larger network. We’ve seen
this happen in big breaches that have made the
news. In cases like these, malware and instructions
can get into the data center, which is scary.
Typically, we recommend that retailers set up
one network for public use, since customers expect
Wi-Fi in the store. A second network should have
robust security for payment processing. Most large
retailers already know this is necessary, because
they’ve gone through painful PCI audits. However,
this could be news to small and medium businesses
that use a single network for everything. Our goal is
for Intel Data Protection Technology for Transactions
to reduce the scope of these audits in the future.

Q

How can retailers best protect customer ID information?
We encourage retailers to use Intel Data Protection Technology for Transactions. We’re hoping to
extend this technology to other verticals, like healthcare, that are transitioning to paperless records.
A lot of IT folks would tell you not to even collect
sensitive data in the first place, or at least do so in
a siloed way. But at the end of the day, data can
help you cater to your customers, while providing a
seamless experience throughout your channels. So
there’s a business case for collecting data and making it available across your enterprise. The important
thing is to keep it secure at every step along the way.
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The New Age
of Payment
While the public outcry for increased POS security has waned
since the feverish pitch in the
wake of well-publicized POS
breaches from major retailers
like Target and Home Depot, POS
security remains a major concern
for retailers and an area of continued investment. In fact, 26%
of retailers consider security a
top goal/objective of their next
major POS upgrade, according to
RIS News’ “Goodbye POS, Hello
Unified Commerce” report.
As retailers work diligently to

the speed and convenience it affords to both our customers and
partners,” said Kevin R. Johnson,
president, COO & director, Starbucks. “Consider this: though
still in its infancy, in 300 of our
busiest urban stores, Mobile Order & Pay represents over 10% of
transactions. And in those same
stores at peak, Mobile Order &
Pay represents nearly 20% of
transactions.” Like all new payment methods, the fast growth
of Starbuck’s mobile payment
offering must be paced by an
equally fast and aggressive security strategy.
The Starbucks solution is just

“The terminals, combined with the managed service platform, allows us to significantly reduce the threat of fraud.”
– Roy Ford, retail IT controller, SPAR UK.

provide a secure payment infrastructure, new payment methods continue to gain popularity
among shoppers, and retailers
are embedding them into their
offerings. As its name implies,
Starbucks’ Mobile Order & Pay
mobile application enhancement
allows customers to place and
pay for an order via mobile device
and have it waiting and ready for
them when they arrive at their local café.
The service is rapidly growing
in popularity and the retailer reports that in Q2 Mobile Order &
Pay transactions represented approximately 4% of total transactions, a 40% increase. “We are
just beginning to see the full benefit of Mobile Order & Pay beyond
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one example of the rising popularity of mobile wallets — mobile
payments is expected to represent about $54 billion in annual sales by 2019, according to
“Mobile Wallets and Consumer
Adoption,” a report from Javelin
Strategy & Research. Starbucks
has embedded the technology
into their proprietary mobile app,
but for most retailers the use
of mobile wallets — Apple Pay,
Google Wallet, Android Pay, etc.
— occurs at the point of sale in
the physical store. The solutions
electronically store users’ debit
and credit card numbers, and enable consumers to tender orders
directly through their personal
smartphones via near-field communications (NFC) processes.

Retailers are quickly learning that
the more mobile wallet products
they accept, the more consumers
they can attract and retain.
SPAR UK, a British convenience supermarket chain was
bombarded with consumer demand for more sophisticated
payment methods, including the
ability to use mobile wallets. To
accommodate the requests SPAR
retired its antiquated PIN payment terminals in favor of new
devices that support NFC and
contactless payments. “The NFC
and contactless enabled terminals combined with the managed service platform allows us
to deliver a targeted and unique
solution to our customers,” said
Roy Ford, retail IT controller at
SPAR UK.
While the acceptance of mobile wallets adds a level of convenience for shoppers it adds another point of entry for hackers,
and special steps must be taken
to ensure the payment infrastructure remains secure. Savvy criminals can uncover NFC vulnerabilities, specifically in the account
provisioning and verification processes, allowing them to bypass
retailers’ security measures.
SPAR’s NFC and contactless
PIN terminals bundle hardware,
software, gateway services, and
end-to-end encryption, among

$54 Billion
Mobile payments annual
sales by 2019.
Source: Javelin Strategy & Research,
“Mobile Wallets and Consumer Adoption”
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“We are just beginning to see the full benefit of Mobile
Order & Pay beyond the speed and convenience it affords
to both our customers and partners.”
– Kevin R. Johnson, president, COO & director, Starbucks

other measures to secure the system. “The terminals, combined
with the managed service platform, allows us to significantly
reduce the threat of fraud,” said
Roy Ford. In addition, the new
terminals have reduced the overall scope and cost of maintaining
PCI DSS compliance.
Still Emerging Tech
While the use of mobile wallets is
becoming mainstream, new payment methods are on the horizon
that retailers need to be ready
to contend with should they gain
momentum, including Visa’s recently announced payment ring.
The wearable device is being issued to Olympic athletes at the
upcoming summer games in Rio,
but if successful a wide scale release is a possibility.
The ring uses patented NFC
technology that includes a secure
microchip with an embedded
NFC-enabled antenna, enabling
contactless payment capabilities. Divergent from many other
payment wearables, the ring
does not require use of a battery
or recharging. Like all wearable
and mobile payment technology, a second verification — PIN,
signature, biometrics — should
be employed to ensure that the
ring’s wearer is indeed its authorized user. To help address security concerns Visa has also announced an advanced prototype
version of the ring, which uses
token technology that replaces
sensitive payment information,
such as the 16-digit account
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number, with a unique digital
identifier that can be used to process payments without exposing
actual account details.
Mobile and wearable payment
technology allows consumers to
purchase items anywhere, but in
the physical store there is another security risk to retailers and
consumers that should be top-ofmind of every brick-and-mortar
business.

WiFi: The
Benefits and
the Risks
WiFi security is one area of
technology almost every retailer should be concerned with.
In 2015, only 12% of retailers
claimed to not have plans to adopt
WiFi at the store level, according
to IHL Group’s”2015 Store Infrastructure Study: Impact of Store
Networks and WiFi on Customer
Experience.” The same study

51%

Retailers said WiFi
in stores poses the
greatest technology
security threat to
their organization.
Source: RIS News,
“Security First Strategies”

noted nearly one-third of retailers (28%) claim that they have
experienced a positive impact on
customer loyalty as a result of offering in-store WiFi, and an associated 2% increase in sales.
The benefits of offering WiFi
to customers and employees are
numerous and will continue to
grow as more and more retailers
begin to focus on personalization
efforts and adding customer service solutions. For example, store
associates with mobile or tablet
solutions can access real-time
inventory and customer information, place orders in an endless aisle scenario, and check
out customers anywhere in the
store. Meanwhile, customers
can receive targeted content and
discounts to their smartphones
when they enter the store via
Geofencing, increasing customer engagement and loyalty. WiFi
is also imperative for collecting
data for analytics, such as traffic
counting and dwell time.
The blending of the digital
with the physical store requires
WiFi. However, 51% of retailers surveyed said WiFi in stores
poses the greatest technology
security threat to their organization, according to RIS News’ “Security First Strategies” report.
Twenty-six percent agreed there
was high value in the opportunity
and competitive edge of WiFi in
stores, but also high risk.
Securing a network is challenging and a complicated subject,
but failing to deploy a security
solution to protect WiFi networks
puts retailers at risk for stolen
shopper and company data, and
unmeasurable dollars lost from a
damaged reputation.
“The single version of the truth
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for data, the move to mobile devices in the store, and the accompanying systems are driving
a tremendous need for increased
bandwidth and security to the
store,” writes IHL Group in its
2015 Store Infrastructure Study.
Securing the Store
Retailers utilizing or planning to
implement wireless local-area
networks (LANs) or wide area networks (WANs) to support corporate devices, POS, and customer
WiFi access, will need to find the
best solution to secure them. The
most common types of wireless
security are Wired Equivalent Privacy (WEP) and WiFi Protected
Access (WPA). The top current
store network design is a hybrid

Retailers have shopper
WiFi networks in stores;
say they will add them
in the next 18 months.

28%

Source: RIS News,”In-Store Firepower”

combination of multiprotocol
label switching (MPLS) and Internet Protocol Security Virtual
Private Network (IPsec VPN), according to RIS News’ “Optimizing
WAN Connectivity” report. Half
of retailers surveyed said deploying in-store WiFi to connect with
customers was a top three reason for justifying investment in
WAN optimization.
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“The single version of the truth for data, the move to mobile devices in the store, and the accompanying systems
are driving a tremendous need for increased bandwidth
and security to the store.”
-IHL Group, “2015 Store Infrastructure Study”

“If you’re a retailer, you want
to separate wireless customer
Internet access from employee
network access, to protect your
network from viruses, spyware,
intrusions and other threats,”
suggests Scott Grebe, Dell Security, in the RIS News’ article
“If You’re Offering In-store WiFi,
Make Sure It’s Secure.”
“You accomplish this with
group isolation, which means
public WiFi and your internal
store network are in different
zones. Specifically, you want to
make sure that if somebody connects to your public WiFi, they
cannot gain access to your internal network. And, it’s crucial
to make sure your public WiFi is
completely segmented from your
point of sale.”
The Future of Store WiFi
Today, less than half (44%) of
retailers say they have shopper WiFi networks in stores, but
28% say they will add them in
the next 18 months, according
to RIS News’ “In-Store Firepower”
report. The addition of this number of retailers will make shopper WiFi in stores a mainstream
feature
throughout
retailing.
Once those WiFi networks are in
place, new data gathering capabilities become available, such as
anonymous mobile phone tracking to provide insight into shopper behaviors. While only 16%
of retailers track mobile phones
anonymously in stores today,
38% say they plan to roll it out in
18 months.

Providing WiFi availability to
store associates and consumers
offers retailers increased customer loyalty, profits, and analytics. Personalizing the customer
experience provides retailers
the competitive edge needed to
merge brick-and-mortar stores
into the omnichannel world, and
WiFi is an indispensable component for this. But with these benefits comes the responsibility of
securing your network properly,
which is something that must be
looked at not just once, but ongoing, as technology and security
threats evolve.
Another responsibility retailers had last October was the
large scale adoption of EMV
technology, as the EMV liability
shift deadline arrived. However, a
large number failed to meet the
demands in time.

Curbing Loss
and Fraud
The October 1, 2015 EMV liability shift deadline came and went
without the earth shattering disruption that many predicted it
would produce. In fact, 59% of
retailers missed the EMV deadline, according to RIS News’ “13th
Annual Store Systems Study,”
but just because they missed the
deadline does not mean retailers
aren’t preparing to comply. Twenty-three percent of retailers will
upgrade to EMV technology over
the next 12-24 months, according to “Goodbye POS, Hello Uni-
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fied Commerce,” a report from
RIS News.
While the wide scale adoption
of EMV technology should produce the desired effect of lowering in-store fraud, it will not
eliminate fraudulent activity, but
rather just relocate it. Fraudsters
chased out of the store will find
refuge in online, card-not-present
transactions where a retailer’s
ability to verify a customer’s
identity is greatly challenged.
The United States is late to the
EMV game; retailers in Europe,
Asia and Canada have been accepting the technology for years.
And just like in those other markets, fraud in the US will not be
eliminated thanks to its institution, just migrated to digital
channels.
Canada began its EMV migration in 2008, and enjoyed a 54%
decrease in counterfeit and lost/
stolen fraud in the physical environment. But the country also
saw a dramatic 133% percent increase in card not present fraud
during the same time period, according to the Canadian Bankers
Association.
IoT: The Internet of Theft
Retailers are focused on preventing loss and are keeping a keen
eye on customer and employee
behavior in the hopes of curtailing the millions of dollars that is

59%

Retailers that missed
the EMV deadline.
Source: RIS News’

“13th Annual Store Systems Study”

16

J U LY 2 0 1 6 R I S N E W S . C O M

lost to thievery each year. In addition, new-age security measures
at the point of sale, including the
acceptance of EMV smartcard
technology are helping lessen the
amount of fraud conducted at
the store level.
While retailers are doing all
they can to prevent shrinkage and
charge back fees, many are leaving themselves completely open
to other forms of potentially
disastrous financial losses. The
physical retail environment continues to become more connected
by the day, with every major system intertwined with each other
both through the cloud and miles
of old-school wires and cables.
Heating systems, refrigerators, generators, etc. are all monitored via computers to ensure
optimum performance. While
the growing reliance on Internet
of Things (IoT) technology has
enormous benefits from an operational perspective, it can be
easily infiltrated and exploited by
criminals. IoT has quickly spread
from buzzword to business necessity, with 2.4% of retailers
planning to spend more on IoT
solutions in 2016, according to
RIS News’ “13th Annual Store
Systems Study.” In addition, Juniper Research reports that the
amount of IoT connected devices
will reach 38.5 billion in 2020,
up from 13.4 billion in 2015 — a
rise of over 285%, according to
its “The Internet of Things: Consumer, Industrial & Public Services 2015-2020” report.
Many retailers that rely on
the interconnectivity of their industrial systems to supercharge
operations are doing so with outdated and vulnerable infrastructures. For example, the reliance
on traditional serial connectivity
in lieu of more expensive and

38.5 Billion
Amount of IoT connected
devices in service by 2020.
Source: Juniper Research, “The Internet
of Things: Consumer, Industrial & Public
Services 2015-2020”

secure Ethernet connections allows hackers to easily infiltrate
systems and make their way
throughout the enterprise.
All a hacker needs is access to
the industrial unit for a few moments — easily achieved with a
little inside help. Once inside the
system they can install their software and disconnect their device
within seconds and retain control
of the enterprise’s vital systems
and information.
To help secure their systems
and prevent being held ransom
for control of their own organization forward-thinking retailers
are installing smart agents in line
with the serial communication
cables to monitor and protect
vital systems. With smart agents
in line retailers can be alerted in
seconds if one of their serial cables is disconnected or tampered
with. In addition, these hardware
and software solutions allow for
further encryption of the data
being shared between devices.
While the theft and sale of
debit and credit card numbers is
still a profitable and widespread
practice, sophisticated hackers
are turning their attention to even
bigger scores by taking control of
the entire enterprise. Every point
of access is under attack and retailers need to secure them all or
risk becoming an opportunistic
hacker’s next target. RIS

